Effective Date: November 12, 2014

NOTICE OF PRIVACY PRACTICES AND RIGHTS
THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT YOU
MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO
THIS INFORMATION.
PLEASE REVIEW THIS NOTICE CAREFULLY
OUR PLEDGE REGARDING YOUR HEALTH INFORMATION
This Notice describes the privacy practices of Delta Dental of Illinois and its affiliated
companies (collectively, “we” or “us” or the Company). These entities have designated
themselves as a single affiliated covered entity for purposes of the privacy rules under the Health
Insurance Portability and Accountability Act of 1996, as amended (“HIPAA”) and each has
agreed to abide by the terms of this Notice and may share protected health information with each
other as necessary for treatment, payment or to carry out health care operations, or as otherwise
permitted by law.
We understand that health information about you is personal. We are committed to protecting
the confidentiality of your health information that we maintain and using your information
appropriately.
We are required by law to maintain the privacy of your health information and to provide you
with this notice of our legal duties and privacy practices with respect to your health information
and to notify affected individuals following a breach of unsecured PHI. This Notice explains
how we may use your health information and when we can share that information with others.
This Notice also informs you of your rights with respect to your health information and how you
may exercise those rights.
We comply with all applicable provisions of HIPAA and the Health Information Technology for
Economic and Clinical Health (“HITECH”) Act and their implementing regulations. We
maintain a breach reporting policy and have in place appropriate safeguards to track required
disclosures and meet appropriate reporting obligations. In addition we comply with the
“Minimum Necessary” requirements when using or disclosing your health information or when
requesting your health information.
The HIPAA Privacy Rule protects only certain health information known as “Protected Health
Information” (“PHI”). Generally, PHI is individually identifiable health information, including
demographic information, transmitted or maintained by us, regardless of form (oral, written or
electronic). Generally, PHI may be used without authorization for only treatment, payment or
health care operation purposes. While we do not provide treatment, we may use or disclose your
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PHI by providing it to healthcare providers in connection with your treatment. We also may use
your PHI for payment purposes on a claim or to determine if insurance will be provided.
This Notice does not apply to information that has been de-identified. De-identified information
is information that does not identify an individual and with respect to which there is no
reasonable basis to believe that the information can be used to identify an individual.
How We May Use and Share Your Health Information
We are allowed to use or share health information about you for certain purposes without
your authorization, as permitted by federal and state law. The following categories describe
different ways we may use and disclose health information. Not every use or disclosure in a
category will be listed, but all of the ways we are permitted to use and disclose information will
fall within one of the categories.
Payment: We may use or disclose PHI about you to obtain payment for your treatment and to
conduct other payment related activities, for example, determining eligibility for benefits, billing,
adjudicating your health claims, making coverage decisions, administering benefits and
coordinating benefit payments.
Treatment: We may use or disclose your PHI to facilitate medical treatment or services by
providers. For example, we may disclose information about prior treatment to a provider if the
prior treatment affects coverage for the current treatment.
Health Care Operations: We may use or disclose your health information in connection with
our health care operations, including conducting quality assessment and improvement activities,
training, licensing, or credentialing activities, setting rates, conducting or arranging for treatment
review, legal services and audit functions including fraud and abuse detection and compliance
programs; resolving grievances and other activities related to coverage determinations, carrying
out a wellness program and conducting business planning and general administrative activities.
Use by Business Associates: We may contract with individuals or entities known as Business
Associates to perform various functions or to provide certain types of services on the Company’s
behalf. In order to perform those functions or provide these services, Business Associates may
receive, create, maintain, use and/or disclose your PHI, but only if they agree in writing with the
Company to implement appropriate safeguards regarding your PHI.
Disclosure to Health Plan Sponsor, Which May Be Your Employer: If you are covered under a
group benefit program, your health information may be disclosed to the sponsor of the health
plan under which your benefits are provided solely for the purposes of administering benefits
under the health plan. The plan sponsor may be your employer or affiliated with your employer.
Health information may also be disclosed to another health plan maintained by that plan sponsor
for purposes of facilitating claims payments under that other health plan. We will make
disclosures to the plan sponsor only if the plan sponsor has certified that it has put into place plan
provisions requiring the sponsor to keep the health information protected.
We may, however, disclose certain health information to the plan sponsor without a certification
in some circumstances. We may disclose summary health information to the plan sponsor to
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obtain premium bids or modifying, amending, or terminating the group health plan. Summary
health information is summary claims information that has been stripped of most information
that can link it to particular individuals. We also may disclose information on whether you have
enrolled in or disenrolled from your benefit program.
Health Related Benefits and Services: We may use or disclose health information about you to
communicate to you about health-related benefits and services. For example, we may
communicate to you about health related benefits and services that add value to, but are not part
of, your health plan.
We may also be required to release your health information, without your authorization, to
others for the following reasons:
Required By Law: We may report your PHI, for example, in the event of suspected fraud, to
state and federal agencies that regulate us or providers, such as the U.S. Department of Health
and Human Services, the Illinois Department of Insurance or the Illinois Department of Financial
and Professional Regulation.
Public Health Activities: We may share your PHI with a public health authority that collects or
receives information to prevent or control disease, injury or disability.
Military and Veterans: If you are a member of the armed forces, we may release PHI about you
if required by military command authorities.
Victims of Abuse, Neglect or Domestic Violence: We may report your PHI to a government
authority regarding child abuse, neglect or domestic violence.
Health Oversight Activities: We may share your PHI with a health oversight agency for certain
activities including audits, inspections, licensure or disciplinary actions.
Lawsuits and Disputes: We may provide your PHI to a court or an administrative agency, for
example, pursuant to a court order or subpoena.
Law Enforcement: We may report your PHI to a law enforcement official for purposes, for
example, of identifying or locating a suspect, fugitive, material witness or missing person or in
response to a grand jury subpoena, an administrative subpoena or a civil or criminal
investigation.
Coroners, Medical Examiners, and Funeral Directors: We may share your PHI with a coroner
or medical examiner to identify a deceased person, determine a cause of death, or as authorized
by law. We may also share information with funeral directors as necessary to carry out their
duties.
Avert a Serious Threat to Health or Safety: We may report your PHI to public health agencies if
we believe, in good faith, that the use or disclosure is necessary to prevent or lessen a serious
health or safety threat. Any disclosure, however, would only be to someone able to help prevent
the threat.
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Specialized Government Functions: We may share your PHI to authorized federal officials for
the conduct of lawful intelligence, counterintelligence and other national security activities duly
authorized by law.
Workers’ Compensation: We may disclose your PHI as authorized by and to the extent
necessary to comply with the law relating to workers’ compensation or similar programs that
provide benefits for work-related injuries or illness.
Research: We may use or disclose your health information for research, subject to certain
conditions. For example, we may provide your PHI to an entity to analyze utilization patterns so
long as the recipient entity fully complies with all legal requirements which apply to PHI for
which no patient authorization has been given.
Other Uses of Health Information: Other uses and disclosures of your PHI not covered by this
Notice or laws that apply to us will be made only with your written authorization. If you give us
an authorization, you may revoke that authorization, in writing, at any time to stop any future
uses or disclosures. If you revoke your authorization, we will no longer use or disclose health
information about you for the reasons covered by your written authorization. We are unable to
take back any disclosures we have already made with your authorization.
WHAT ARE YOUR RIGHTS
You have the following rights regarding health information
the Company maintains about you:

You have the right to inspect and copy your health records: You have the right to inspect and
obtain a copy of the information that we maintain about you in your designated record set
(“health records”). Your health records typically include claim and payment information. A
request to inspect and copy these records should be made in writing to the Compliance
Department at the address listed below. If you request a copy of this information, we may
charge you a reasonable fee for the costs of copying, mailing or other supplies associated with
your request. In certain situations, we may deny your request to inspect a copy or obtain a copy
of your information. If we deny part or all of your request, we will provide you with a written
denial that explains our reasons for doing so. If you are denied access to PHI, you may request
that the denial be reviewed by submitting a written request to the Compliance Department at the
address listed below.
You have the right to ask us to make changes to your health records: If you believe that any
health information we have about you is incorrect or incomplete, you may ask us to make
changes to this information. These changes are known as “amendments.” You have the right to
request an amendment for as long as the information is kept by or for us. To request an
amendment, your request must be made in writing and include a reason supporting the
requested change. Please submit the request to the Compliance Department at the address
listed below. We may deny your request for an amendment if it is not in writing or does not
include a reason. We may also deny your request for amending your health information if it
covers health records that:
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were not created by us, unless the person who actually created the information is
no longer available to make the amendment;



are not part of the information which you would be permitted to inspect and copy;



are not part of the health records kept by or for us; or



are accurate and complete.

We are not required to amend your PHI, but if we deny your request, we will provide you with
information about our denial and how you can contest the denial. If you submit a written
statement explaining your disagreement, we will include it in your records.
You have the right to receive an accounting of certain disclosures: You may request an
accounting of disclosures of your PHI that we have made, except for disclosures we made to you
or pursuant to your written authorization, or that were made for treatment, payment or health
care operations, national security or incident to other permissible disclosures. You must submit
your request in writing to the Compliance Department at the address listed below. Your
request should specify a time period of up to six years. We will provide one list of disclosures to
you per 12-month period free of charge; we may charge you for additional lists. Ordinarily, we
will respond to your request within 60 days. If we need more time, we will notify you in writing.
You have the right to ask us to restrict the use or disclosure of your information: You have the
right to ask us to restrict information about you that we use or disclose for payment or health care
operations. You also have the right to request us to restrict information that we may release to
someone who is involved in your care or the payment for your care. Please note that, with
limited exceptions, we are not required to agree to these restrictions. To request
restrictions, you must make your request in writing to the Compliance Department at the
address listed below. In your written request, you must tell us (1) what information you
want to limit; (2) whether you want to limit our use, disclosure, or both; and (3) to whom
you want the limits to apply (for example, disclosures to your spouse).
You have the right to ask to receive confidential communications of information: If you
believe that you would be harmed if we send your health information to your current mailing
address (for example, in situations involving domestic disputes), you can ask us to send the
health information by alternate means (for example, by facsimile or e-mail) or to an alternate
address.
We will accommodate your reasonable requests to receive communications from us by
alternative means or at alternative locations to the extent our claims management system has that
capability. Further, we will not ask you the reason for your request. To request confidential
communications, you must send a written request to the Compliance Department at the
address listed below. Your request must specify how or where you wish to be contacted.
You have the right to receive a paper copy of this Notice upon request: You may ask us to give
you a copy of this Notice at any time. Even if you have agreed to receive this Notice
electronically, you are still entitled to obtain a paper copy of this Notice from us upon request.
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You may also obtain a copy of the current version of the Notice of Privacy Practice and Rights of
the Company at its website: www.deltadentalil.com
CHANGES TO THIS NOTICE
We may amend this Notice of Privacy Practices at any time in the future and make the new
Notice provisions effective for all PHI that we maintain. We will advise you of any significant
changes to the Notice. We are required by law to comply with the current version of this Notice.
COMPLAINTS
If you believe your privacy rights or rights of notification in the event of a breach of your PHI
have been violated, you may file a complaint with us or with the Office of Civil Rights (“OCR”).
Complaints about this Notice or about how we handle your PHI should be submitted in writing to
the Compliance Department at the address listed below.
A complaint to the Office of Civil Rights should be sent to the Office of Civil Rights, U.S.
Department of Health & Human Services, 233 North Michigan Avenue, Suite 240, Chicago,
Illinois 60601, 312-886-2359; 312-353-5693 (TDD); 312-886-1807 (facsimile). You may also
visit OCR’s website at http://www.hhs.gov/ocr/privacyhow. You will not be penalized, or in any
other way retaliated against for filing a complaint with us or the Office of Civil Rights.
SEND ALL WRITTEN REQUESTS REGARDING THIS NOTICE OF PRIVACY
PRACTICES TO:
Compliance Department
Delta Dental of Illinois
111 Shuman Boulevard
Naperville, Illinois 60563
FURTHER INFORMATION
You have the right to ask us questions about matters covered by this Notice. To do so, please
contact the Compliance Department at the address listed above, by e-mail at
compliance@deltadentalil.com, or by telephone at (630) 718-4807.
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